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Cryptocurrencies represent a pointed shift away from traditional financial instruments (Peck, “Bitcoin: The 

Cryptoanarchists’ Answer”). In an effort to enable a truly peer-to-peer financial system, cryptocurrencies have 
cast off the chains of centralized banks and institutions who abuse trust and neglect the security of the 
assets entrusted to them (Fry, “Fiscal Abuse”). Only 10 short years since the Bitcoin whitepaper’s release and 
cryptocurrencies remain evolving; the vision ever increasing. 
 
Methods to buy and sell these new and emerging digital assets are among the first crucial rungs to climb 
on the ladder to a decentralized financial system. One of the first attempts at facilitating the trade of these 
new assets were centralized cryptocurrency exchanges such as Coinbase and Binance. These exchanges 
operate similarly to traditional financial trading platforms such as E*Trade and Robinhood, with a central 
third-party acting as custodian and escrow for your trades and investments. While these platforms have 
brought ease and familiarity to the cryptocurrency ecosystem, they carry the same core issues that pushed 
many towards cryptocurrencies in the first place: 
 

○ Mismanagement of Security 
■ Most visibly, centralized exchanges are extremely vulnerable to attacks. Some attacks are 

executed by highly sophisticated hackers, while others are a result of poor practices and 
incompetence such as storing all assets in a single wallet (Coincheck), not having 
adequate security for storage (BitGrail) or employees opening phishing emails (BitStamp, 
Binance).  

○ Trusting the Untrustworthy 
■ Cryptocurrency exchanges are rarely held to the same rigor and standards as those of the 

global capital markets (NYSE, NASDAQ, etc.). Very little is often known about the 
identities of their owners, or the quality of their internal operations. As a result, the 
industry has moved from trusted intermediaries, to settling for untrusted third-party 
intermediaries, an ironic step backwards. The industry has fallen victim to countless exit 
scams as a result (Coinsecure, Purebit, MtGox).  

○ Accessibility Issues 
■ The standard verification process for centralized exchanges involves KYC and AML 

procedures which introduces immense friction and barriers into what should be a global 
decentralized economy (over 55 million unbanked in the US, with 1.7 billion globally, 
World Bank). Not to mention that these processes often incur lengthy wait times and 
require users to submit highly sensitive personal information. 

○ High Fees  
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■ Centralized exchanges function as profit-driven entities which require manpower and 
significant overheads to operate. Generally, exchanges will charge substantial trading 
and/or withdrawal fees to cover their day-to-day operating costs and generate profits, 
these fees range anywhere between 0.1% and 5.9% (Binance and CoinMama, 
respectively).  

○ Unreliable  
■ Given that centralized servers are owned and operated in central locations, they are 

particularly vulnerable to instability and/or server crashes. Even without unplanned 
downtime, there are often lapses in access due to planned system maintenance or 
upgrades. This is witnessed often during times of high volatility, where exchanges 
frequently struggle to scale their servers to meet customer demand.  

 
Examples of Attacks on Centralized Exchanges (Neuron, “Exchange Hacks”) 

 

Year Exchange(s) Affected Type Crypto Amount 

2013 SILK ROAD Marketplace Hack 171,955 BTC 

2014  MT GOX, CRYPTSY, 
MINTPAL 

Exchange Hack 866,894 BTC 
300,000 LTC 

2015 BITSTAMP, BTER Exchange Hack 26,000 BTC 

2016 BITFINEX Exchange Hack 120,000 BTC 

2017 NICEHASH Cloud Mining Hack 4,000 BTC 

2018 

COINCHECK, 
BITGRAIL, 
COINRAIL, ZAIF, 
BITHUMB 

Exchange Hack 
523,000,000 NEM 
17,000,000 NANO 

5,966 BTC 

2018 
MAPLE CHANGE, 
COINSECURE, 
PUREBIT 

Exit Scam 1,351 BTC 
13,000 ETH 

2019 

CRYPTOPIA (2X), 
BINANCE, 
BITHUMB, 
GATEHUB 

Exchange Hack 

21,065 ETH 
7,000 BTC 

3,070,000 EOS 
23,200,000 XRP 

 
To put this in perspective, total USD losses from cryptocurrency stolen in 2018 totaled approximately 
$1.8 Billion, which is particularly significant when compared to the FBI’s 2018 reported figure which 
totaled $2.7 Billion in total reported cybercrime losses (2018 Internet Crime Report, FBI).  Additionally, exchanges 
have seen many non-financial vulnerabilities as well. This year alone, the exchange CoinMama had over 
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450,000 user’s emails and passwords stolen and the HitBTC exchange began freezing account 
withdrawals on the eve of “Proof of Keys”, an event designed to encourage users to force exchanges 
prove they have their users’ funds available for withdrawal (Neuron, “Exchange Hacks”). 
 
Improving the methods for trading in a decentralized economy, especially away those of the status quo, is 
critical for its success. 
 
Over the last few years, decentralized exchanges have sought to improve upon the current exchange 
model, accomplishing the goal of trading various cryptocurrencies while removing the core issues of 
centralized exchanges: 
 

○ Personalized Security 
■ Decentralized exchanges operate on a strictly peer-to-peer basis, meaning users maintain 

full custody of their assets whilst trading. As a result, the security of the user’s funds is 
entirely dependent on the user before, during, and after a given trade.  

○ ‘Trustless’ Trading 
■ Decentralized exchanges create frameworks for trading that require no middlemen. Since 

there is no need for an entity to facilitate and settle the trades, there is no intermediary 
needed between a user and their counterparty. 

○ Ease of Accessibility 
■ Since these trades are peer-to-peer, and no single entity is responsible for facilitating the 

trades, KYC and AML is not required. This significantly lowers the barriers to entry and 
significantly streamlines the process for a user to begin trading.  

○ No Added Fees  
■ Genuinely decentralized exchanges tend to have zero fees (excluding on-chain 

transaction fees). This is due to the fact that there is no central point through which trades 
must move through. Users simply pay the on-chain transaction fee to miners processing 
the trade (exactly like a user paying a Bitcoin miner to move their Bitcoin). 

○ Improved Reliability 
■ As there are no “servers” running the exchange, the reliability of the exchange is that of 

the underlying blockchain itself. To give an example, Bitcoin has had an uptime of 
99.984% since its inception. This efficiency both prevents bothersome downtime and 
actually increases reliability as more users join the network. 

 
The innovations from early decentralized exchanges such as EtherDelta, IDEX, and others have pushed 
the decentralized economy forward, paving the way for usability and adoption focused improvements to 
begin exhibiting themselves in the market such as Bisq and VDEX (Shilov, “Decentralized Exchanges”).  
 
However, DEXs founded over the last few years have indirectly adopted foundational centralization in 
various forms. The following vulnerabilities must be resolved in order for users to gain the full benefits of 
decentralization  
 

○ Off-Chain Order Books (Airswap, ETHFinex) 
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■ An order book is the list of orders posted by buyers and sellers for a given asset pair. If 
the order book of a decentralized exchange is corrupted in any way, the results could 
have devastating implications including front running, price manipulation, and 
fraudulent/misleading orders. Off-chain or hosted order books introduce an unnecessary 
attack vector for decentralized exchanges whilst simultaneously subjecting them to the 
scrutiny of regulators (as was recently the case for EtherDelta). 

○ Validators: Hosted Relayers / Indexers / Arbitrators (Waves DEX, BISQ) 
■ Validators, or trusted means of verifying critical exchange elements such as the order 

books and cross-chain pairs, are problematic as they introduce a vulnerable node in an 
otherwise trustless transaction.  

○ Only Ethereum (EtherDelta, Oasis DEX) 
■ Over-reliance on a single chain is itself a point of vulnerability, as bandwidth issues, 

similar to those we saw on Ethereum during the height of CryptoKitties, can throttle 
trades and dramatically impact speed. Furthermore, relying on a single chain restricts the 
DEX to assets of a particular chain’s token standard (i.e. ERC-20).  

○ Representational Assets (Stellar DEX) 
■ This function occurs specifically on the Stellar DEX. Currencies that are not on Stellar 

are traded as representational assets, not the actual currencies. This results in 
centralization at the point where the representational asset is tied to the original asset. 
Creating a new representative asset on Stellar occurs through an issuer, who you must 
trust to both hold and deliver the original assets in question after a given trade. 

○ Lightning Network (Sparkswap) 
■ LN swaps such as those facilitated by Sparkswap do not rely on trusted “validators”, 

however they do utilize the Lightning Network to execute their hashed time-lock 
contracts. By virtue of relying on the Lightning Network’s trusted nodes to execute 
contracts, these solutions are ultimately centralized to some degree, although certainly to 
a lesser degree when compared to their centralized counterparts. 

 
Examples of Centralized “Decentralized” Exchanges 
 

DEX Name Centralized Vulnerability 
0x Hosted Relayers 

AIRSWAP Off-Chain Order Books 
Indexers 

BISQ 
Reliant on Centralized Fiat Providers 
Arbitrators 

DECRED DEX Client-Server Architecture (Off-chain order 
book) 

ETHERDELTA 
Off-Chain Order Book 
Hosted Relayers 
Only Ethereum (ERC-20) 

ETHFINEX Off-Chain Order Books 
Centralized Administration 
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IDEX Off-Chain Order Books 
NEO DEX Validators 

OASIS DEX Only Ethereum (ERC-20) 

RADAR RELAY 
Off-Chain Order Books 
Hosted Relayers 

SPARKSWAP Lightning Network 

STELLAR DEX Representational Assets. 
Validators 

WAVES DEX Validators 
 
These vulnerabilities may be interpreted as theoretical or philosophical, however their implications are 
already being exhibited in the ecosystem. 
 
In late 2018, EtherDelta was charged by the SEC for running a securities exchange (SEC, “SEC Charges 

EtherDelta”). The conclusion of the SEC was that due to the hosted orderbook and centralized nature of such 
a critical component of the platform, EtherDelta was acting as a middleman between traders and should 
therefore be regulated as a traditional exchange.  
 
Only a few months into 2019, Binance’s “DEX” issued a notice to all of its users that it would be 
preventing users from 29 different countries from operating on its DEX (Avan-Nomayo, “Binance Dex”). This 
runs entirely counter to the premise of what a ‘DEX’ should be - an unbiased network of miners around 
the world racing to complete and settle order transactions, following in the footsteps of Satoshi and the 
Bitcoin blockchain which pioneered the industry. Bitcoin set the standard of decentralization for the 
industry, and rightfully maintains its status as the industry’s dominant network as a result. It should be 
impossible to not only convince these miners to not accept transactions from certain nations, but also to 
detect where the orders originated from; however, Binance is clearly not operating a DEX in the way that 
it had been originally advertised and promised.  
 
Granted that decentralized exchanges are still in their early stages, it nevertheless remains necessary to 
remove any methods of centralization if we are to truly reach achieve the vision of a decentralized 
financial system. The prospect of an exchange platform which matches the decentralized properties of 
Bitcoin may seem like an impossibility; however we must remember that prior to the introduction of 
Bitcoin the prospect of digital currency was similarly deemed an impossibility given the failures of 
projects like BitGold and B-Money in eliminating the double-spend problem (Peyrott, “Bitcoin & The 

Blockchain”). In retrospect, Bitcoin appears as an obvious solution to the problem of creating a digital 
currency; and now with the mind share and resources being poured into DEXs, it is only a matter of time 
before a similarly “impossible” breakthrough is achieved.   
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